GDPR COMPLIANCE
FOR VISIOLINK SOLU TIONS
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VISIOLINK



UDPR compliance

All Visiolink solutions are linked 1o
Loogle Analytics and/or other
tracking types making them subject
to the new General Data Protection
Regulation (GDPR) that comes into
effect May 25, 2018

Personal data is also processed and

stored temporarily when the user s
validated



racking options in Visiolink solutions
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Phase 1: Necessary updates

To protect your reade
comply with GDPR, ar

'S’ data
Upgrac

your desktop solutior
must contain:

S and a

anc
e Of

OPS

1. Information to the user about

tracking-data

2. An opt-out function

3. Privacy Policy




°hase 2: 550 integrated GDPR (optional)

\/isiolink's standard GDPR-upgrade will
De sufficient to ensure compliance Keep in touch with us
before May 2018.

Please tick the boxes below to tell us all the ways you would
prefer to hear from us:

Yes please, | would like to receive communications by email

[T you would like to offer granular

COﬂS@ﬂt 0O :)thﬂS tO yOUI' readers OnN your Yes please, | would like to receive communications by
website, a custom integration to your lepnone
ePaDer SO U'UOﬂS 1S fu | |y DOSS”:)'@ Yes please, | would like to receive communications by

mobile (lext message)

No thank you. | do not wish o receive communications by

Kindly provide a technical specification PO
for a phase 2 implementation.



Jsers need to be Intormea

=xplicit information about Google Analytics tracking will have to be
bresented at the first communication with the user

ct. GDPR Article 21

(4) At the latest at the time of the first communication with the data
subject, the right referred to in paragraphs 1 and 2 shall be explicitly
brought to the attention of the data subject and shall be presented
clearly and separately from any other information.



Desktop:

A Pop-up Screen
appears the very
first time the user
opens the paper or
magazine.

This will provide the
user with
information about
what type of
tracking is used,
and where the
tracking can be
disabled (the ‘Opt-
out Function’)

tracking-data
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The wording of the pop up message can be changed and
customized upon request at any time
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Information to the user about

‘We use data to improve
your experience of our
webpage, assess the
use of specific content,
and to support
aavertising. It you prefer
that we don't use your
data, you can disable
tracking at the bottom
of the navigation guide.
Read more in the
Privacy Policy on our
website”



Device: Information to the user about
tracking-data

When opening the app the first time
after the upgrade, the reader will see
an information pop up.

This will provide the user with
iInformation about what type of
tracking is used, and where the
tracking can be disabled (the ‘Opt-out
Function’)

The wording of the pop up message
can be changed and customized upon
your request at any time. No resubmit
required after the upgrade,

‘We use data to improve
your experience of our
app, assess the use of
specific content in our
app, and to support
aadvertising. It you prefer
that we don't use your
data, you can disable
tracking in the settings
menu. Read more in the
Privacy Policy”



Desktop translations
Information to the user about tracking-data

We use data to improve your experience of our webpage, assess the use of specific content, and to support advertising. If you prefer that we
don't use your data, you can disable tracking at the bottom of the navigation guide. Read more in the Privacy Policy on our website.

Vibruger data til at forbedre din oplevelse pa vores hjemmeside, vurdere brugen af specifikt indhold samt understatte reklamer. Hvis du
;oretraekkder at vi ikke bruger dine data, kan du deaktivere sporing i bunden af navigationsguiden. Laes mere i privatlivspolitikken pa vores
jemmeside,

We gebruiken gegevens om uw ervaring met onze webpagina te verbeteren, het gebruik van specifieke inhoud te beoordelen en om adverteren
te ondersteunen. Als u liever heeft dat we uw gegevens niet gebruiken, kunt u traceren uitzetten onderaan de navigatiegids. Lees meer in het
privacybeleid op onze website,

Kaytamme tietoja parantaaksemme verkkosivun kayttajakokemustasi, arvioidaksemme tiettyjen sisaltojen kayttoa ja tukeaksemme mainontaa.
Jos haluat, ettemme kayta tietojasi, voit ottaa jaljityksen pois kaytosta siirtymisoppaan alareunasta. Voit lukea yksityisyyskaytannoistamme lisaa
verkkosivuiltamme,

Wir verwenden die Daten, um Ihre Erfahrungen mit unserer Webseite zu verbessern, die Nutzung bestimmter Inhalte auszuwerten und um die
Werbung zu verbessern. Wenn Sie es vorziehen, dass wir Ihre Daten nicht verwenden, konnen Sie das Tracking am Ende des
Navigationsleitfadens deaktivieren. Mehr dazu erfahren Sie in der Datenschutzerklarung auf unserer Website.

Vibruker data for a forbedre opplevelsen du har pa nettsiden var, vurdere bruken av spesifikt innhold og for a stgtte annonser. Hvis du
foretrekker at vi ikke bruker dine data, kan du deaktivere sporingen pa bunn av navigasjonsguiden. Les mer i retningslinjene for personvern pa
nettstedet vart.

Vianvander data for att forbattra din upplevelse pa var webbplats, bedoma anvandningen av specifikt innehall och som stdd for annonser. Om
du inte vill att vi anvander dina data kan du inaktivera sparning langst ned pa navigeringssidan. Du hittar mer information i var sekretesspolicy pa
webbplatsen.



Device translations
Information to the user about tracking-data

We use data to improve your experience of our app, assess the use of specific content in our app, and to support advertising.<l If you prefer that
we don't use your data, you can disable tracking in the settings menu.<l Read more in the Privacy Policy.

Vibruger data til at forbedre din oplevelse af vores app, vurdere brugen af specifikt indhold og til at stgtte markedsfaring.
Hvis du foretraekker at vi ikke bruger din data, kan du sla det fra under indstillinger.
Laes mere under Privacy Policy.

We gebruiken data om uw ervaring van onze app te verbeteren, het gebruik van specifieke content in de app te beoordelen en om reclame te
ondersteunen. Als u wenst dat we uw data niet gebruiken, kunt u tracking uitschakelen in de instellingen.
Lees meer in het Privacybeleid.

Kaytamme dataa parantaaksemme kokemustasi sovelluksestamme, arvioidaksemme tietyn sisallon kayttoa sovelluksessa ja tukeaksemme
mainostusta.

Jos et halua, etta kaytamme dataasi, voit lopettaa seurannan asetuksista.

Lue lisaa yksityisyyskaytannosta.

Wir verwenden die Daten, um |hr Erlebnis in unserer App zu verbessern, um die Nutzung bestimmter Inhalte in unserer App einzuschatzen und
die Werbung zu verbessern.

Wenn Sie es vorziehen, dass wir Ihre Daten nicht verwenden, konnen Sie das Tracking im Einstellungen-Menu deaktivieren.

Lesen Sie mehr dazu in der Datenschutzerklarung.

Vibruker data for a forbedre din opplevelse av appen var, vurdere bruken av spesifikt innhold i appen og til a stgtte annonsering.
Dersom du foretrekker at vi ikke bruker dine data, kan du deaktivere sporing i menyen for innstillinger.
Les mer i var personvernerkleering.

Vianvander data for att forbattra din upplevelse av var app, bedoma anvandningen av specifikt innehall i var app och for att stodja annonsering.
Om du foredrar att viinte anvander din data kan du avaktivera sparning i installningsmenyn. Las mer i sekretesspolicyn.



Users must have the possibility to Opt out

Aanopt cl)utzieature s required for Google Analytics and other types of tracking both with and without User-ID,
cf. Article

*  The pop-up message discloses exactly where tracking can be disabled, as well as informs the user about
the tracking. The ‘Opt-out Function' is going to be a check box that by default is checked (meaning
tracking is enabled).

- When a user deactivates tracking, no user data or anonymous data will be collected from that user on the
device on which the deactivation was made.

- |f the user uses multiple devices, he or she will have to disable tracking on each of the devices, just as they
will be exposed to the pop-up screen on each device, when they install the app and open it for the first
time.

- Deactivation won't affect data generated by the user prior to the action. Should the user decide to enable
the tracking again, the data will start generatmg the same way it did before. In regards to the period in
which tracking was switched off, it will look as if the user hasn't used the solution during this period.



Opt out is located in the
navigation guide

NAV GUIDE

Brug hgjre/venstre-tasierne til at bladre

Zoom ind ved at dobbeltklikke

e

Zoom ind til det dybeste zoomniveau (5) med ‘Home-tasten,

og tryk pa ‘End-tasten for at zoome til niveau 1. Tryk
fn+hgjre/venstre pa Mac

E-ES

Home

End

Zoom mellem de fem zoomniveauer ved at trykke pa
tastene 1,2,3, 409 5

Jesktop: opt out

X

Abn en artikel ved at klikke én gang pa en markeret artikel

Zoom ind ved at scrolle med musehjulet eller pa trackpaden

Zoom ved at bruge 'Page Up'/'Page Down' pa PC eller
fn+op/ned pa Mac

Nar du har zoomet ind, kan du bruge pilene til at navigere
rundt pa siden

(-] \
|J|:|
—I—

" Allow data
collection to help
ds improve this
solution and for
advertising
purposes”



0S and Android: Opt out

Opt out is located under settings

< Indstillinger
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°rivacy Policy

dllore-AUyll

Salsvilkar:

« [he Privacy Policy can be
found in the Information view w..

Avisa er berre tilgjengeleg via android-einingar. Det vert saleis ikkje gjort fysisk levering.

1 [
on 10S and Androld
For sein levering eller at avisa uteblir grunna tekniske problem, streik eller liknande vert ikkje godtgjort.

Andre vilkar:
Betaling, betalingsopplysningar mv. felgjer vilkér for Google Play.

« [he Privacy Policy should be ==

Postboks 144

Updated with information -

E-post: abonnement@morenytt.no

Telefon: (+47) 70 04 19 00

about login data

Alt Innhald er opphavsrettsleg verna av Mere-Nytt. Innhaldet ma ikkje kopierast eller indekserast utan loyve. Materialet ma ikkje nyttast og distribuerast i kommersiell hensikt.

IPrivacy Policy

https.//google.dk/search?test=hest&g=nisser%20julem%C3%Atnd I




The upgrade brings other improvements and
changes

When upgrading to the GDPR-compliant version of the app, all
improvements, fixes and changes that have been made since the app
was last upgraded will come along as a bonus. Especially two
improvements for 10S are important to notice:

° iOS 9 \/\/i” be -I:he minimum reqUiFEd iOS VerSiOﬂ that \/\/i” be able to ::[a,:::,t:,:i,h:zt::j:l:?:i:;h sy ) e
upgrade to the new version. Less than 3 % of users across all our
customers' 105 apps use an 105 version lower than 9.0 'gf;?;:f"

mag kei=  wiiow smith (17), US-Sangerin (,W...

n
Smartp-
g hones ,,Koch des Jahres“ kommt
[ MiceCooper(e) | QUS dem Saarland

* A new article overview has been added to help the readers
selecting the most interesting articles. Read more here:
http://support.visiolink.com/hc/en-us/articles/115003982053-
New-105-article-overview-



http://support.visiolink.com/hc/en-us/articles/115003982053-New-iOS-article-overview-

A DPA s juridically required for our customers to
provide Visiolink with personal data from the
build-in trackers and log-in data, and is juridically
required for Visiolink to process this data.

Our customers will serve as “Data Controllers” for
both the log-in-data and tracking-data, and
Visiolink will be "Data Processors”. The DPA has
specific contractual requirements.

As "Data Processors”, Visiolink will, among other
things, be required to notify our customers -
"Data Controllers” - of any data breach on our
side which may compromise personal data of
users.

All customers will be contacted concerning the
DPA.

Jata Processing Agreement

PART 1: DESCRIPTION OF PROCESSING OF PERSONAL DATA

Part 1 of the Agreement constitutes the Controller’s instruction to the Processor.

Subject-matter and duration of the processing

The Controller hereby instrucis the Processor to collect and process data for the following purpose(s):

Description of the data Click or tap here to enter text.
processing activities (e.g.
by referring to any un-
derlying service agree-
ment):

Upon termination of this Agreement, the Personal Data must be:

Yes No
deleted irretrievably zo that it is no longer possible to uniquely identify natural persons O O
returned to the Controller O O

Nature and purpose of the processing

The Processor is permitted to collect and process the Personal Data for the following purpese(s):

Description of purpose(s): | Click or tap here to enter text.

az well as any other purposes instructed by the Coatroller in writing.

Categories of Personal Data

The processing includes Personal Data of the categories checked off below. The security measures put in place by
the Processor and any Sub-Processors must provide a level of security appropriate to the risk represented by the
sensitivity of the Personal Data.




Users have the "right to be forgotten”

[T an end-user withdraws his or her consent, they will be allowed 1o

have thelr tracked data erased, ct. Article 1/

» Login data Is stored by Visiolink for 30 days only. Contact

support@visiolink.com to handle specific er

d user requests

« (oogle Analytics does not offer a feature t

nat makes it possible to

delete specific end-user data at the moment. Accoring to Google,
this will be implemented by May 2018: “In terms of data
deletion, by May 2018 Google Analytics will offer support for
customers that wish to delete specific end-user data based on

User-1D or Client-1D."


mailto:support@visiolink.com
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Read more - 2
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Today's dO

https./blog.visiolink.com/new-data-
protection-regulation-how-it-will-affect-
epaper-publishers
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https:/blog.visiolink.com/gdpr-and-google-
anal\/tlcs NOW- VOU-Can- continues-with-user-
tracking

http:/support.visiolink.com/hc/en- PHILIPS
us/articles/1150054/3/85-How-will-
LDPR-aftfect-your-Visiolink-solutions

FAQ: https:/info.visiolink.com/fag-about-gdpr

Join our customer forum to continue the
discussion about GDPR In Slack



https://blog.visiolink.com/new-data-protection-regulation-how-it-will-affect-epaper-publishers
https://blog.visiolink.com/gdpr-and-google-analytics-how-you-can-continues-with-user-tracking
http://support.visiolink.com/hc/en-us/articles/115005473785-How-will-GDPR-affect-your-Visiolink-solutions
https://info.visiolink.com/faq-about-gdpr
https://join.slack.com/t/epaper-stats/shared_invite/enQtMjgzMTg4MTU5NTA1LTVhZmZkZmIyY2E3OTVmZTcxZWJhZWZlYmY2YmZmMDc0MmEwYmU4MmRlNWI4N2E3YzFlYTNhZWVlYTliNTIxNTc

